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Abstract
This deliverable surveys the cryptographic techniques which have been object of investigation
in the first year of the GenData project. The document is structured in sections. Each section
is divided in two parts: in the first, it provides a description of the cryptographic primitive or
technique, a brief overview of the state-of-the-art, and its relevance or applicability to secure genomic
computing; in the second, it outlines the findings that have been obtained and the open research
lines.
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1.1

Cryptographic Access Control
Problem and State-of-Art

The access control management ensures that only authorized users are given access to certain resources.
In particular, with respect to their respective powers and responsibilities, users are typically organized
into hierarchies composed by several disjoint classes (security classes). A hierarchy arises from the fact
that some users might have more access rights than others. A user with access privileges for a given class
gains access to the objects stored in that class as well as to all the descendant ones in the hierarchy.
Hierarchical structures are widely employed in many different application areas, including database
management systems, computer networks, operating systems, military and government communications.
The problem of key management for such hierarchies consists in assigning a key to each class of the
hierarchy in such a way that the keys for descendant classes can be obtained efficiently from users
belonging to classes at a higher level in the hierarchy.
The use of cryptographic techniques to address the problem of key management in hierarchical structures has been first considered by Akl and Taylor [1], who proposed a hierarchical key assignment scheme where each class is assigned a key that can be used, along with some public information generated by a trusted authority, to compute the key assigned to any class lower down
in the hierarchy. Subsequently, many researchers have proposed schemes offering different tradeoffs in terms of the amount of public and private information and the complexity of key derivation
(e.g., [24, 16, 18, 25, 22, 26, 39, 10, 34, 5, 30, 3, 2, 12, 13, 33, 14]). Many other proposals either
support more general access control policies [40, 23, 27, 29] or satisfy additional time-dependent
constraints [36, 11, 17, 41, 6, 38, 37, 31, 32, 7]. Despite the large number of proposed schemes,
many of them lack a formal security proof and have been shown to be insecure against collusive attacks [43, 42, 35, 6, 28], whereby two or more classes collude to compute a key to which they are not
entitled.
Atallah et al. [2] first addressed the problem of formalizing security requirements for hierarchical key
assignment schemes and proposed two different notions: security against key recovery and with respect
to key indistinguishability. Informally speaking, the former captures the notion that an adversary should
not be able to compute a key to which it should not have access, while in the latter, the adversary should
not even be able to distinguish between the real key and a random string of the same length.
Different constructions satisfying the above defined notions of security have been proposed in [6, 30,
4, 12, 13, 33, 32, 7, 14]. In particular, De Santis et al. [30, 33] proposed two different constructions
satisfying security with respect to key indistinguishability: the first one, which is based on symmetric
encryption schemes, is simpler than the one proposed in [2], requires a single computational assumption,
and offers more efficient procedures for key derivation and key updates; the second one, which is based
on a public-key broadcast encryption scheme, allows to obtain a hierarchical key assignment scheme
offering constant private information and public information linear in the number of classes. D’Arco et
al. [12, 13] analyzed the Akl-Taylor scheme according to the notions proposed in [2] and showed how
to choose the public parameters in order to get instances of the scheme which are secure against key
recovery under the RSA assumption. Moreover, they showed how to turn the Akl-Taylor scheme in a
construction offering security with respect to key indistinguishability; however such a scheme, is less
efficient than the constructions proposed in [2, 30, 33]. Finally, Ateniese et al. [6, 7] extended the model
proposed in [2] to schemes satisfying additional time-dependent constraints and proposed two different
constructions offering security with respect to key indistinguishability. Other constructions for timedependent schemes, offering different trade-offs in terms of amount of public and private information
and complexity of key derivation, were shown in [31, 32].
Recently, Freire et al. [15] proposed new security notions for hierarchical key assignment schemes.
Such notions, called security against strong key recovery and security with respect to strong key indistinguishability, provide the adversary with additional compromise capability, thus representing a
strengthening of the model provided in [2]. Finally, in [15] the authors showed that the notions of security against key recovery and against strong key recovery are separated, i.e., there exist schemes that are
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secure against key recovery but which are not secure against strong key recovery. On the other hand,
they did not clarify the relations between the notions of security with respect to key indistinguishability
and with respect to strong key indistinguishability.
In addition, it is important to emphasize that given the ever increasing diffusion of data outsourcing,
which allows to exploit external services for the distribution of resources, a significant research effort
has been also devoted to the management of access control in such context [19, 20, 21].
Genomic data are highly sensitive and for this reason they could be abused. Therefore, the access
to such data should be protected and ensured by implementing proper control policies, which are in
agreement with the national laws concerning the access to personal data, as well as with the constraints
imposed by insurance companies. It is easy to point out that Cryptographic Access Control is the
natural solution for implementing the aforementioned policies.

1.2

Findings

Genomic data management defines a sort of “multi-domain environment”, in which there are different
cooperating entities, each of them with different interests, responsibilities and tasks to perform. It
is important to emphasize that a particular entity, depending on the context and the role which it
assumes, may have different roles towards another given entity to which it intends to access. Informally
speaking, an entity can take on several tasks, and according to the role assumed it may have different
access rights. On the other hand, a certain security class can provide the same entity with different
access rights, according to the tasks performed by the latter in such particular context at that particular
time. Clearly, at a given time an entity may need to take simultaneously all of its different tasks.
Therefore, besides the conventional hierarchical access, it can be useful, or sometimes necessary,
to allow the access to the key of a specific security class to some particular sets of users, which have
specific access credentials. In addition, it is essential to assess the relations between the several security
notions proposed in the state of the art.
We first proposed a novel access control model which provides the user with the minimum permissions
possible, in order to access a specific resource or to carry out a given task. This model enables to prevent
the abuse of permission, defines alternative methods to gain such permission and allows separation of
duties. The model also enables collaboration among set of users for gaining specific permissions, defining
the way in which such collaboration takes place [45, 44]. In addition, we formally defined a hierarchical
key assignment scheme which implements such a novel access control model, and in particular we
provided a construction for that scheme, denoted as the Shared Encryption Based Construction (SEBC ).
The proposed construction uses as building blocks a symmetric encryption scheme and a perfect secret
sharing scheme. Moreover, we showed how the security property of the proposed construction relies on
the ones of the underlying encryption scheme and secret sharing scheme. In particular, we showed that
the proposed construction is provably secure with respect to key indistinguishability [45, 44].
Furthermore, we explored the relations between all security notions for hierarchical key assignment
schemes, by clarifying implications and separations occurring between such notions. In particular,
we showed that security with respect to strong key indistinguishability is not stronger than the one
with respect to key indistinguishability, thus establishing the equivalence between such two security
notions [46]. In addition, we showed a similar result in the unconditionally secure setting [9]. Finally,
we also showed how to construct a hierarchical key assignment scheme which is secure against strong
key recovery, starting from any scheme which guarantees security against key recovery [46].
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2
2.1

Anonymous Primitives and Protocols
Problem and State-of-Art

In all its forms privacy has become a major issue in information technology. Several events of the last
couple of years, in which secret and classified information has been disclosed, e.g., Wikileaks [23] or the
Snowden affair [22], have shown that authorities have access to phone calls, e-mails and other communications far beyond constitutional bounds. Many nations, including those expressing the strongest
protests in the name of user rights, collect intelligence on each other. Adversarial entities, for plenty of
reasons, might trace or build a profile of movements, interests and, more generally, of user behaviors.
Attacks of these types are a strong threat to the user freedom. People should be protected against these
attacks made possible by the current methods of communication and of information processing.
On the other hand, it is immediate to realize that if in an adversarial world in which users are
exposed to any kind of attacks, social aspects of privacy are important and worthy of investigation, user
personal information protection is a priority. It is imperative to safeguard his sensitive data. As soon
as genomic computing becomes a mass technology, tools for a secure implementations of computations
and services are strongly needed to cope with any form of attacks which in this scenario might be also
targeting classes of users.
It is therefore compelling to put forward methods for guaranteeing user privacy and protocols for
anonymous computation and communication.
General notions and efficient methods for building privacy-preserving applications have been proposed in the past. Among them, the notion of key-privacy in public-key encryption [2] is an important
feature a public-key encryption scheme may exhibit, which is helpful in building applications providing user anonymity, through which an adversary is unable to tell which public key has been used to
compute a given ciphertext. Moreover, many privacy-preserving low-level cryptographic protocols, like
secret sets and anonymous broadcast encryption, have been introduced.
Fifteen years ago, Molva and Tsudik [18] put forward the notion of secret set as a method to enhance
user privacy. Loosely speaking, a secret set is a representation of a subset of users of a given universe
such that any user of the universe can check whether he is or is not a member of the subset, no one
can check if another user of the universe is or is not a member, and no one can determine the size of
the subset. The last two properties should hold also against coalitions of users. The authors proposed
some constructions and showed how secret sets can be useful to protect receivers’ privacy in multicast
communications, and against traffic analysis of mobile devices. Later on, De Santis and Masucci [10]
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provided a formal treatment of the notion. They defined unconditionally secure secret sets by using
the language of information theory, showed lower bounds in terms of needed number of bits on user
storage, on representation length of a secret set, and on the randomness needed to set up a scheme,
and proved the bounds are tight. Moreover, they defined computationally secure secret sets in terms of
indistinguishability of representations associated to different sets, and showed that such schemes exists
if and only if semantically secure symmetric encryption exists. Micali et al. in [17] put forward the
notion of zero-knowledge set, which is somehow related. A zero-knowledge set is a method through
which a prover can construct a representation of a set of strings S of a given universe U such that, for
any string x ∈ U, he is able to prove non-interactively and in zero-knowledge whether x ∈ S or x ∈
/ S.
In particular, the representation of S does not leak any other information about S, e.g., the size of S.
The authors showed that zero-knowledge sets exist if the discrete logarithm problem is hard. Several
papers have further focused on Micali et al.’s work, e.g., see [7, 5, 19, 6].
Broadcast Encryption schemes enable a center to deliver encrypted data to a large set of users, in
such a way that only a privileged subset of them can decrypt the data. Applications for these schemes
range from pay-tv to systems for delivering sensitive information stored on media like a CD/DVD.
Broadcast encryption works as follows: during a set-up phase, every user receives a set of predefined
keys. Then, at the beginning of each data transmission, the center sends a broadcast message enabling
privileged users to compute a session key, by means of which, the encrypted data, that will be delivered
later on, can be decrypted. In many content distribution systems it is important to both restrict access
to content to authorized users and to protect their identities. Unfortunately, a broadcast encryption
scheme does not guarantee any form of privacy for the set of recipients. Actually, in almost all existing
constructions, the broadcast message contains an explicit description of the set of recipients, which is
used by each recipient to identify the part of the broadcast message he/she is able to decrypt with the
predefined keys received during the set-up phase, in order to retrieve the session key. In [4] the authors
introduced private broadcast encryption. A private broadcast encryption scheme is exactly a mechanism
to encrypt a broadcast message such that only authorized users can decrypt the message and read the
content and, at the same time, the identities of the recipients are kept secret, even from each other.
Such a notion has been further studied in [16], under the name of anonymous broadcast encryption.

2.2

Findings

By using the currently available knowledge and tools, developed during the last years, we have taken
a further look at the key-privacy notion, at secret sets, focusing our attention on constructions in the
public-key setting, and at anonymous broadcast encryption. Indeed, several issues were still open: key
privacy was introduced as an additional property a secure encryption scheme might exhibit, but it was
not clarified what kind of relation this notion has with security. With respect to secret sets, the authors
of [18] proposed some constructions based on encryption schemes and the Chinese Remainder Theorem
and suggested two important applications, but the treatment they provided was quite informal. Security
reductions within a formal adversarial model were not provided. On the other hand, [10] provided a
formal treatment, but in the computational case the authors looked mainly at the symmetric setting.
Moreover, in both papers, no efficient construction hides the size of the set S, which is disclosed to the
users. Regarding anonymous broadcast encryption, the authors of [4] gave a look at the current practice,
by discussing a PGP implementation which supports private broadcast encryption and is secure against
a passive adversary, proposed two new constructions which are secure against an active adversary, and
discussed a useful application, i.e., how to realize encrypted file systems preserving user privacy. Later
on, [16] revised the notion of private broadcast encryption, which was referred to as anonymous broadcast
encryption, provided a strong security definition, an in-depth analysis of which tools are needed in order
to achieve the definition, and general as well as concrete constructions. However, efficient constructions
are still an open problem.
First of all, we showed that for robust encryption schemes key privacy under chosen ciphertext
attack implies non-malleability and, hence, security under chosen ciphertext attacks. Such a result is of
independent interest and helps to simplify the set of requirements that public key encryption schemes
8

need to satisfy when stating and proving theorems. Then, we formally defined in the public key setting
secret sets and anonymous broadcast encryption and showed an equivalence between them with respect
to non-adaptive adversaries. More precisely, we first showed how to construct a secret set by using
an anonymous broadcast encryption scheme. Later on, we showed how to construct an anonymous
broadcast encryption scheme by using multiple times a secret set scheme. Finally, we revisited some
of the constructions for secret sets of [18]. For each of them, we showed which security requirements
set in the model the construction achieves, and under which computational assumptions. The security
reductions, hence, clarify what is really needed to get certain security properties [8].
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3
3.1

Private Set Intersection
Problem and State-of-Art

The Private Set Intersection (PSI) problem, in a nutshell, concerns with two parties, each holding a set
of inputs drawn from a ground set, that wish to jointly compute the intersection of their sets, without
leaking any additional information [21]. In particular, cryptographic solutions to the PSI problem allow
interaction between a server S and a client C, with respective private input sets C = {c1 , . . . , cv } and
S = {s1 , . . . , sw }, both drawn from the ground set U. At the end of the interaction, C learns S ∩ C and
|S|, while S learns nothing beyond |C|. Since its introduction, the PSI problem has received considerable
attention from the cryptographic community due to its appealing, due to the usefulness of its solutions
in more complex protocols and, especially, because of its nice real-life applications.
Freedman et al. [21] introduced the first PSI protocol based on oblivious polynomial evaluation
(OPE). The key intuitionQ
is that elementsP
in the client’s private set can be represented as roots of a
v
v
polynomial, i.e., P (x) = i=1 (x − ci ) = i=1 ai xi . Hence, leveraging any additively homomorphic
encryption scheme (e.g., [32]) the encrypted polynomial is obliviously evaluated by S on each element
of its data set. In particular, S computes {uj }j=1,...,w = {E(rj P (sj ) + sj )}j=1,...,w where E() is the
encryption function of the additively homomorphic encryption scheme and rj is chosen at random.
Clearly, if sj ∈ S ∩ C, then C learns sj upon decryption of the corresponding ciphertext (i.e., uj );
otherwise C learns a random value. OPE-based PSI protocols have been extended in [28, 19, 16, 17] to
support multiple parties and other set operations (e.g., union, element reduction, etc.).
Hazay et al. [25] proposed Oblivious Pseudo-Random Function (OPRF) [20] as an alternative
primitive to achieve PSI. In [25], given a secret index k to a pseudo-random function family, S evaluates
{uj }j=1,...,w = {fk (sj )}j=1,...,w and sends it to C. Later, C and S engage in v executions of the OPRF
protocol where C is the receiver with private input C and S is the sender with private input k. As a
result, C learns {fk (ci )}i=1,...,v such that ci ∈ S ∩ C if and only if fk (ci ) ∈ {uj }j=1,...,w . Improvements
by using the same approach were provided in [23, 24].
Given U as the ground set where elements of C and S are drawn (i.e., C, S ⊆ U), none of the above
techniques prevents a client to run a PSI protocol on private input C ≡ U in order to learn the elements
in S. To this end, Camenisch et al. extended PSI to Certified Sets [10], where a Trusted Third Party
(TTP) ensures that private inputs are valid and binds them to each participant. The certification
issue was also addressed in [13], where a related problem to PSI was considered. Moreover, the same
extension, under a different name, Authorised PSI, was considered in [15], where protocols that use
modular exponentiation, multiplication and hash evaluation were described.
Efficiency of the protocols on large data sets is an important practical issue, and it has been addressed
in several papers in the last years. In [14] were proposed linear-complexity private set intersection
protocols for malicious adversaries. Along the line of [30], to gain efficiency, Bloom filters have been
applied in [27, 12]. The protocols proposed in [27] are elegant and one of the them is designed for
an outsourced scenario. On the other hand, the protocols described in [12] and their optimizations
suggested in [33] are currently, with respect to semi-honest adversaries, the most efficient available
solutions on the market.
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All of the above techniques reveal the size of the participants’ sets. That is, C (resp. S) learns |S|
(resp. |C|), even if S ∩ C ≡ ∅. To protect the size of private input sets, Ateniese et al. [1] proposed
a so-called Size-Hiding PSI (SHI-PSI) protocol where C can privately learn S ∩ C without leaking the
size of C. Their scheme is based on RSA accumulators and the property that the RSA function is an
unpredictable function. The authors proved its security against honest but curious adversaries in the
Random Oracle Model (ROM).
Later on, general results on hiding the input-size in two party computation were given in [29].
Related works in which the input-size issue has been addressed are [5]
Genomic Computing strongly motivates the need for efficient protocols on large data sets: the user
wants to protect the privacy of sensitive information coded in her genomic sequence, i.e., her set of
secrets, but at the same time wishes to engage in private computations with other parties, in order to
get some advantage, e.g., understand whether she has a predisposition to certain diseases or whether
some medicines could be useful to improve her state of health, which could be revelead with a set
intersection operation with a reference genomic pattern, i.e., the other set of secrets [2] and [4].

3.2

Findings

Building on top of [1], we have explored PSI protocols where parties hide the size of their private sets,
under different security models. We have started looking at unconditionally secure SHI-PSI where both
parties hide the size of their sets. In this context, we showed that SHI-PSI protocols where both the
client and the server hide the size of their sets are not achievable, while this is possible for the authorized
flavor of PSI, namely APSI.
Then we moved to computational security and showed that there exist an APSI protocol where
both parties hide the size of their sets. Finally, we provided some explicit constructions for one-sided
protocols, where only the client hides the size of her set. More precisely, we designed two protocols
which are computationally secure under standard assumptions, and two very efficient protocols which
are secure in the random oracle model [11]. The following table summarizes our findings.
Result
Impossible
Prot. 1
Prot. 2
Prot. 3
Prot. 4
Prot. 5
Prot. 6
Prot. 7

Model
Client/Server
C/S with TTP
Client/Server
Client/Server
C/S with TTP
C/S with TTP
C/S with TTP
C/S with TTP

Size-Hiding
Two-side
Two-side
Two-side
Two-side∗
One-side
One-side
One-side
One-side

Assumption
None
None
Standard Model
Standard Model
Standard Model
Standard Model
Random Oracle Model
Random Oracle Model

Efficiency
×
NO
NO
Y ES
Y ES
Y ES
Y ES
Y ES

Rounds
×
2
2
2
1
2
3
1

* an upper bound on the sizes of both sets (client’s and server’s) is needed
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4
4.1

Visual Cryptography
Problem and state-of-art

Visual cryptography is a special type of secret sharing in which the secret is an image and the shares
are random-looking images printed on transparencies. The captivating peculiarity of this type of secret
sharing is that the reconstruction of the secret is performed without any computational machinery: it is
enough to superpose the shares (transparencies) in order to reconstruct the secret. Visual cryptography
has been introduced independently by Naor and Shamir [24], who have used a deterministic framework,
and by Kafri and Keren [20], who have used a probabilistic framework.
Roughly speaking, deterministic visual cryptography works as follows. A secret image, known by a
trusted party called the dealer, has to be shared among a set of participants in such a way that some
subsets of participants, called qualified sets are able to visually recover the images while others, called
forbidden sets, do not have any information about the secret image. In order to share the image, the
dealer creates a share for each participant. In a share each single pixel of the secret image is represented
with a set of m, m ≥ 2, pixels. Parameter m is the pixel expansion: the recovered secret image will be
m times bigger than the original secret image. Limiting our discussion to black and white images, the
shares are such that when we superpose shares of a qualified set of participants, among the m pixels
that represent a secret pixels s, we will find at most ` black pixels if s is white and at least h black
pixels if s is black, with 0 ≤ ` < h ≤ m. That is, in the recovered secret image, white secret pixels are
reconstructed with at most ` black pixels out of m pixels, while black secret pixels are reconstructed
with at least h black pixels. This difference makes up the contrast, which is a measure of the quality of
the reconstructed image.
In the probabilistic framework, instead, there is no pixel expansion, that is to say, if we want still to
use the parameter m, that we have m = 1. Clearly, with no pixel expansion, a secret pixel corresponds
to one pixel in the reconstructed image, and obviously we will consider it white if the pixel is white
and black if it is black. Using the thresholds ` and h, we have that for random grids we must use ` = 0
and h = 1. It is not surprising that we cannot achieve such a reconstruction in a deterministic way.
Indeed reconstruction in visual sharing based on random grids is guaranteed only with some probability:
the average light transmission (white pixels) in the area of the reconstructed image that corresponds
to the white area of the secret image is bigger than the average light transmission in the area of the
reconstructed image that corresponds to the black area of the secret image. Such a difference makes up
the contrast.
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Usually one talks about deterministic visual cryptography to refer to the model introduced by Naor
and Shamir and about random grid visual cryptography to refer to the model introduced by Kafri and
Keren (a random grid is an image where each pixel is randomly chosen to be black or white with uniform
probability).
Deterministic visual cryptography has been widely studied. Many papers have explored various
aspects: minimal pixel expansion (e.g., [4, 5, 18]), optimal contrast (e.g., [22, 19, 8, 6]), general access
structures (e.g., [1, 23]), perfect reconstruction of black pixels (e.g., [7, 27, 5]) color images (e.g. [11,
12, 17, 21, 28, 33]), and other issues (e.g. [3, 31, 32]). We remark that the above citations are not
comprehensive. We refer the interested reader to [14] for more pointers to the literature.
The random grid model has recently received a lot of attention. Yang [30] introduced a model (called
probabilistic) which is in fact equivalent to the random grid model of Kafri and Keren.
In the field of genomic computing visual cryptography might be used to protect private information
that must be accessible only to specified subset of people (e.g., the patient and some specific doctors).
Although such a goal can be achieved also through regular secret sharing, visual secret sharing is more
suitable in the cases where the reconstruction has to happen without the use of a computing device
(e.g., near the patient bed or in other places where a computer is not available).

4.2

Findings

We have studied the relation between the deterministic and the random grid model proving that they are
essentially equivalent. Any scheme in the deterministic model can be transformed into an equivalent
scheme in the random grid model and viceversa. This result is important because it allows not to
duplicate research efforts. We have also provided new schemes for the case where the secret image is a
black and white image and the shares are allowed to be color images. Another interesting point is that
of using visual cryptography as a means for secure two-party computation. We have showed how to use
physical shares to implement a well-known protocol for secure two-party computation. The contrast
is a measure of the quality of the visual reconstruction of the secret image. Various measures of the
contrast have been used to assess the goodness of visual cryptography schemes. We have characterized
optimal schemes using an approach that is independent of the specific measure of contrast that is used
and can be instantiated with such a measure.
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5
5.1

Private Proofs of Physical Properties
Problem and State-of-Art

The concepts of interactive proofs and zero knowledge are fundamental building blocks in Cryptography.
An interactive proof system [6] for a language L is a pair of interactive Turing machines (P, V),
satisfying the requirements of completeness and soundness. Informally, completeness requires that for
any x ∈ L, at the end of the interaction between P and V, where P has on input a valid witness for x ∈ L,
V rejects with negligible probability. Soundness requires that for any x 6∈ L, for any computationally
unbounded P? , at the end of the interaction between P? and V, V accepts with negligible probability.
When P? is only probabilistic polynomial-time, then we have an argument system.
An interactive proof system is zero knowledge if no information is leaked by P during the interaction
with an adversarial verifier V? . This security notion is formalized by requiring the existence of an
expected polynomial-time machine named Simulator, that without having access to a witness is able to
produce an output that is indistinguishable from the one of V? after an execution of the proof system
with P.
We know that anything that can be proved efficiently can also be proved in a zero-knowledge
manner [5]. Unfortunately, this feasibility result and all follow up papers do not help to prove physical
properties. Considering the case of proving that two DNA fingerprints match, it is not clear at all
whether previous work on zero-knowledge proofs can be helpful. More in general, it is not clear how to
prove in zero knowledge that an object satisfies some physical properties.
Notice that genetic privacy in DNA profiling is nowadays a well known issue.

5.2

Findings

Very recently, Fisch et al. in [9] presented the first formal treatment of the notion of physical zero
knowledge that is inspired to the notion of Universally Composability of [1].
They also constructed the first zero-knowledge protocol that allows a prover to convinces a verifier
that the DNA profile of the prover does not match another known profile. The prover manages to
convince the verifier without leaking any additional information about its DNA profile.

6
6.1

Hiding the Input-Size in Any 2-Party Computation
Problem and State-of-Art

The setting of secure 2-party computation considers two mutually distrustful parties that want to
securely evaluate a function f . The result of [7] showed how to realize such a task even when a party
can be corrupted.
For the same reasons already explained when discussing PSI, the input size of both players is revealed
by the constructions of [7]. Therefore an important open question is whether there exist constructions
of secure 2-party computation for all functions that allow to protect input privacy of a player. We stress
that for generic functionalities, the notion of secure computation is the only known way to meaningfully
capture security against arbitrarily malicious adversaries.
The previously discussed motivations for considering input-size hiding PSI in the context of genomic
computing, also apply to the case of input-size hiding secure 2PC. The reason is that all progress on PSI
is relevant only for the set intersection feature. For instance consider the variation of PSI where also
elements of the sets that are similar enough are supposed to be given in output. Clearly a protocol for
PSI becomes useless and a new input-size hiding protocol should be designed for such a new functionality.
The need of constructing ad-hoc protocols each time the function chances is a major weakness that can
seriously affect the attempt to introduce security features in genomic computing.

16

6.2

Findings

In a very recent work [2], we show how to obtain input-size hiding secure 2PC for any functionality,
protecting therefore the input-size of one player in addition to the security obtained in [7]. We obtained
this result by slightly modifying the definition of [7] and making use of recent progress in cryptography (i.e., fully homomorphic encryption [4], probabilistic checkable proofs of proximity [3], universal
arguments of quasi knowledge [5]).
More in details, we give a definition that requires the player to essentially know a short representation
of its input. Moreover the player must also know how to compute the output of the function by relying
only on the input of the other player, and to its knowledge of the input corresponding to the short
representation discussed above.
A natural question is whether the update of the definition is really needed to obtain such results.
The answer is affirmative in the sense that another result proved in [2] shows that under the standard
definition of [7], input-size hiding secure 2PC would imply a form of proofs of work that seems to be
impossible to achieve under standard assumptions.
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